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Abstract
This article explores the prospects of urban areas as future
battlegrounds. It examines the significance of urban operations for the US
armed forces, and it argues that allies and partner states are likely to
confront hybrid threats in the urban areas of conflict zones. I argue that
hybrid threats, both physical and psychological, are population centric,
and their architecture is reflective of the disparate nature of communities.
An analysis of hybrid threats, asymmetricity, and the complexity of
operations in urban areas is provided as a backdrop for hybridity. I argue
that hybridity is reflected in the behaviour, sentiments, and activities of
urban communities, which act as prisms that split light into different
colours. Hybridity differs for each community, and consequently, it is
analysed through friendly forces’ security, intelligence, and law
enforcement agencies, acting as a counter-prism. This counter-prism
dissects the hybridity through efficient intelligence preparation and
threat profiling. I argue that hybrid threats are mitigated through a
hybrid response and must be targeted simultaneously through
information space, interpreters and communities. I argue that in urban
areas, friendly hybrid forces should give preference to intelligence-based
operations, political reform, and grey zone activity, over conventional
military operations. This paper calls for updating the US Army urban
warfare doctrine to identify the nuances of hybrid threat owing to
different communities.
Keywords: urban operations, hybrid warfare, hybridity, intelligence
preparation of battlefield, intelligence preparation of operational
environment, threat profiling
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Introduction
The continuous increase and density of urban populations across
the globe guarantees that urban warfare will become a progressively
more important element in warfare. Only a few years ago, the United
Nations predicts that 68 percent of the world population will be living in
urban areas by the year 2050.1
The majority of this population will be in fragile areas, too. This
saturation of people, information, business, economy, and power will
lead to conflicting interests between local, national, and non-state actors
and structures. It is because of these inexorable forces that the Western
military establishments must begin to take urban warfare seriously.
In the last decade, the US Army has gained valuable experience in
fighting Islamic State forces in places like Aleppo, Raqqah, and Mosul.
Chairmen of the US Joint Chiefs of Staff, General Mark Milley, recalls that,
‘it took the infantry and the armor and the special operations commandos
to go into that city, house by house, block by block, room by room … and
it’s taken quite a while to do it, and at high cost.’2 Similarly, in his book
Out of Mountains, David Kilcullen concluded that it is time for the US
Army to apply what they learned through fighting in the hills and the
valleys to ‘a challenging new environment of urban, networked, guerrilla
war in the mega-slums and mega-cities’.3 Louis A. DiMarco, too,
highlights in his book, Concrete Hell: Urban Warfare from Stalingrad to Iraq,
that warfare in twenty-first century will be dominated by operations in
the urban environment.4
This is of particular importance for the US and NATO, as it
becomes ever more likely that Russian forces will engage in combat in
Eastern Europe with NATO allies. Russian operations in Crimea, Donbas,
“68% Of The World Population Projected To Live In Urban Areas By 2050, Says UN,”
UN DESA, 16 May 2018,
www.un.org/development/desa/en/news/population/2018-revision-of-worldurbanization-prospects.html, accessed 24 Jun 2020.
2 “Preparing For More Urban Warfare,” The Economist, 25 January 2018,
www.economist.com/special-report/2018/01/25/preparing-for-more-urban-warfare,
accessed 4 April 2019.
3 David Kilcullen, Out of the Mountains: The Coming Age of Urban Guerrilla (London:
Hurst & Company, 2015), 262.
4 Louis A. DiMarco, Concrete Hell: Urban Warfare From Stalingrad To Iraq (London:
Bloomsbury Publishing, 2012), 1–5.
1
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and Luhansk, and in other Eastern European regions give us an appetiser
to what is expected.5 In such cases, friendly forces might have to fight
battles against hybrid forces in European cities. In November 2017,
almost 4,000 troops from the US, UK, Germany, Canada, Poland,
Romania, Slovenia, Luxembourg, and the three Baltic states, took part in
the massive Iron Sword exercise that involved military actions in urban
environments.6 Given the social and political reality of the Baltic States in
relevance to Russia, the constrained relationship with the US and NATO,
as part of NATO special operations forces in the region, NATO forces
could find themselves forced into conducting or supporting urban
warfare against more heavily armed and numerically superior Russians.
The US and Allies’ Rapid Reaction Force, along with local armies, might
need to use urban areas to attrite and delay the Russians for enough time
to create an enabling environment for an effective counterattack.7 This is
why US and NATO forces need to pay special attention to urban warfare.
What is Urban Warfare?
According to US Army Field Manual 90-10-1, An Infantryman’s
Guide to Combat in Built-Up Areas, an urban area is ‘a concentration of
structures, facilities, and people—that forms the economic and cultural
focus for the surrounding area’.8 Field Manual 3-06.11, Combined Arms
Operations in Urban Terrain, defines urban operations as ‘operations
planned and conducted in an area of operations that includes one or more
urban areas’. There are two dominant features of urban operations:
manufactured construction and high population.9 Urban warfare is
therefore combat conducted in areas such as towns and cities. According
Gian P. Gentile, et. al., Reimagining the Character of Urban Operations for the U.S. Army:
How the Past Can Inform the Present and Future (Santa Monica: RAND, 2017), 60.
6 “NATO Preparing for Urban Warfare,” iHLS, 28 August 2017, https://ihls.com/archives/78315, accessed on 29 Jun 2020.
7 Joseph Trevithick, “U.S. Special Ops and Lithuanian Reservists Practiced Waging
Guerrilla War Against Russia,” THE WAR ZONE, 12 March 2018,
www.thedrive.com/the-war-zone/19186/u-s-special-ops-and-lithuanian-reservistspracticed-waging-guerrilla-war-against-russia, accessed 29 June 2020.
8 FM 90-10-1, An Infantryman’s Guide to Combat in Built-Up Areas (Washington, DC: U.S.
Army, 12 May 1993), 1-1.
9 FM 3-06.11, Combined Arms Operations in Urban Terrain (Washington, DC: U.S. Army,
28 February 2002), 1-1.
5
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to Scharfen, urban warfare includes combat in built-up areas, cityfighting, street-fighting, and house-to-house combat. It is notable that
Scharfen’s definition does not include terrorist and guerrilla methods as
principal considerations of urban warfare.10 On the other hand, there are
multiple other definitions by various RAND analysts that broaden the
scope of urban warfare in that it can take many forms, from guerrilla
attacks to militia patrols to gang violence.11
Why Urban Areas Are Significant for US Forces?
The Prussian philosopher of war Carl von Clausewitz argues that
‘the public opinion is won through great victories and occupation of
enemy’s capital—where enemy’s resources are most concentrated’.12
Despite being casualty ridden and complex, urban areas are important
for US forces as they are the transportation, communication and
industrial hubs of large geographical areas, which hold social, financial,
and political implications for any country. As a result, urban areas are
bitterly contested precisely because they carry symbolic, operational, and
strategic value.13
The US Army in Multi-Domain Operations 2028 doctrine, which was
published in late 2018, also highlights that the ‘dramatically increasing
rates of urbanization and the strategic importance of cities also ensure
that operations will take place within dense urban terrain’.14 Appendix D
to this doctrine is dedicated to operations in dense urban terrain (DUT),
and it is superior and more applicable to modern urban warfare than
previous urban warfare doctrines.15

10 John C. Scharfen and Michael J. Deane, Soviet Tactical Doctrine For Urban Warfare
(Menlo Park, CA: Stanford Research Institute, 1975), 1.
11 See RAND’s “Urban Warfare” topic page for examples of numerous analytical
products using a variety of definition. “Urban Warfare,” RAND,
www.rand.org/topics/urban-warfare.html, accessed 16 October 2019.
12 Carl Von Clausewitz and Hans Wilhelm Gatzke, Principles of War (Courier
Corporation, 2003), 18.
13 FM 3-06, Urban Operations (Washington, DC: Department of the Army, 2006, 1-4.
14 TRADOC Pamphlet 525-3-1, The US Army in Multi-Domain Operations 2028 (Fort
Eustis, VA: TRADOC, 6 December 2018), vi,
www.tradoc.army.mil/Portals/14/Documents/MDO/TP525-3-1_30Nov2018.pdf.
15 Ibid., 6.
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Complexity of Operating in the Urban Terrain
Historically, combat in urban areas is known to be complex and
casualty intensive, as well as an enabler for weaker forces to fight against
a superior enemy. This complexity is due to the span of physical
battlespace in cities, where multiple story buildings, which entail floors,
basements, and rooftops, increase the area of operation by three to four
times. More troops are therefore required to control entry and exits into
the city, and to fight inside and outside physical structures.16 As more
troops are employed in a difficult and dangerous battlespace, casualty
rates inevitably rise. Analysts argue that ‘globally, the phenomenon of
urbanization has created physically, culturally and institutionally
complex cities that are challenging for military forces operating in them,
not least due to the force ratios traditionally required for success in urban
operations on this scale.’17
Examples of urban warfare can be observed in the battle of Hue in
1968, where the North Vietnamese achieved strategic success by
antagonizing the American conscience with the high rate of causalities,
even though the campaign ended with a definitive military defeat for the
North Vietnamese.18 In 2003, as Coalition forces approached Baghdad,
paramilitary fighters of Saddam Hussein’s regime, the Fedayeen, used
guerrilla tactics to confront the attacking soldiers using hit-and-run
tactics.19 In the 2008 battle of Sadr City, the Mahdi Army used the narrow
streets of the city to restrict movement of the US vehicles, and carried out
surprise Improvised Explosive Device and Rocket Propelled Grenade
attacks. In 2016, in Mosul, Islamic State forces exploited urban
infrastructure to great advantage with an elaborate series of defensive
works to impede and delay Iraqi, Iranian, and Western forces.20
Why Populations Increase the Complexity of Urban Areas?

16 Tabitha Y. Tan, Urban Guerrilla Warfare: A War of Nerves (Singapore: Sea of Star
Publishing, 2018), 39.
17 Joint Doctrine Publication 0-20, UK Land Power (Swindon, UK, UK MOD, June 2017),
17.
18 FM 3-06, Urban Operations, 3-10.
19 Gentile, et. al., Reimagining the Character of Urban Operations, 41.
20 Mosul Study Group, What the Battle of Mosul Teaches the Force, No. 17-24 U (Fort
Eustis, VA: TRADOC September 2017), 5.
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The complexity of urban areas is not just due to the presence of
three-dimensional structures, such as city infrastructure21 and the
asymmetric advantages it provides to the weaker forces, in terms of use
of force and weaponry. It is also due to the presence of populations with
different perceptions, sentiments, and loyalties. The adversary’s proxy
forces are recruited from within urban areas. The support of the
population, to the adversary, is not just limited to the provision of
recruits, as they also provide informers, abettors, sympathizers, and
volunteers, who are part of the mission. To accomplish the mission,
narratives are built to sabotage the opponent’s credibility and malign
alternative governing institutions. The narratives are spread through
political leaders, social networks and clubs, business communities,
opinion makers, celebrities, and journalists. The support of the
population is therefore a decisive factor in the outcome of a conflict
operating in a metropolis.22 Grau and Kipp suggest that in an urbanized
world, today and in the future, support of the people is not just the
enabler for a decisive military operation, rather a prerequisite for their
commencement.23 Modern adversaries are able to plan attacks on friendly
forces behind the curtain of proxy forces, Private Military Companies and
militias, by merging with the population in sleeper cells inside DUT. They
force the population to work for them and support them, through
coercion and/or appeasement.
The risk for supporting adversaries is most prominent among
young people. Mercy Corps concluded that unemployment and poverty
were the deciding factor whether or not economically vulnerable youth
decide to engage in conflict.24 Youths are encouraged to join insurgent
camps by enflaming frustrations due to injustice, discrimination,
corruption, and abuse. In Nigeria, for example, Boko Haram was able to
recruit young men by focusing on grievances due to government
These include all multi-story buildings, malls, plazas, parking lots, etc.
Prien Gunter, “City Personality,” SGS-Mil Combat Training Center, 10 February 2017,
https://sgs-mil.org/war-theory/strategiya/239-individualnostgoroda.html#hcq=Q3qAeRr, accessed 8 February 2020.
23 Lester W. Grau and Jacob W. Kipp, “Urban Combat: Confronting the Specter,”
Military Review (July-August 1999), 9–17.
24 Neil Keny-Guyer, “Conflict Is Reshaping The World. Here’s How We Tackle It,” World
Economic Forum, 16 January 2018, www.weforum.org/agenda/2018/01/conflict-isreshaping-the-world-mercy-corps/, accessed on 26 June 2020.
21
22
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shortcomings.25 After a conflict ends, it is therefore vital that a stable
economic environment is created, and government services are provided
to help people return to normalcy. A case in point: in Somalia, there is
evidence that access to education and civic engagement reduced the
participation of youth in violence.26
The Hybrid Forces and Threats in the Urban Areas
The Chief of the General Staff of the Armed Forces of Russia,
General Valery Gerasimov, is known worldwide now for predicted that
future wars will be triggered by political riots in the world’s capitals. The
2015 Russian National Security Strategy and the 2014 Russian Military
Doctrine, identified a serious threat from ‘Western instigated colour
revolutions’ to Russian national security.27 According to Gerasimov,
these wars will see frequent ‘use of political, economic, information,
humanitarian, and other non-military measures,’ and are ‘completed
with military measures of a covert nature.’28
In the opinion of analyst Mark Galeotti, Russia deliberately and
deceptively uses a defensive narrative that calls for taking precautions
against the new type of warfare that the West has been waging. He posits
that in reality, it is the opposite, and ‘this approach [is] an “Aesopian”
one, where defence means offence, and repelling an attack actually means
attacking’ or in other words, ‘this was the type of war that Russia should
wage.’29 According to Galotti, the excuse of preventing the so-called
Western instigated colour revolutions allows Russia the liberty to
‘subvert and destroy states without direct, overt, and large-scale military
intervention,’ and carry out operations in the capitals of the world, so that
it can further its interests.30
As witnessed in numerous contemporary conflicts today, the
Russian military advocates the employment of hybrid forces, and nonIbid.
Ibid.
27 President Decree No. 683, “On the Russian National Security Strategy of the Russian
Federation,” Official Internet Portal legal Information, 31 December 2015, 2.
28 Isabelle Facon, Russia’s National Security Strategy and Military Doctrine and their
Implications for the EU (EU Directorate-General for External Policies, January 2017), 16.
29 András Rácz, Russia’s Hybrid War in Ukraine Breaking the Enemy’s Ability to Resist,
FIIA Report 43 (Helsinki: The Finnish Institute of International Affairs, 2017), 49–53.
30 Ibid.,
25
26
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military means, along with conventional forces and capabilities. These
hybrid forces include proxy forces, rebels, militias, special and
expeditionary forces, such as the Russian special forces (Spetsialla’noye
Naznayacheniye or Spetsnaz), the Russian Airborne Forces (VozdushnoDesantnye Voyska Rossii or VDV), the Russian Intelligence Directorate
(Glavnoe Razvedyvatel'noe Upravlenie or GRU), and the Russian Naval
Infantry (Morskaya Pekhota or MP), and PMC’s like the Wagner group
according to need and the character of the war. Outside Europe, hybrid
forces in Syria and Libya are backed by Russia and its partners, who then
allow for the use of Russian conventional forces.31 As an example, several
hundred Wagner Group specialists are deployed in and around Tripoli at
present, and are employing Russian assets like ‘snipers, anti-tank guided
missiles, electronic warfare, reconnaissance UAVs, SAMs, and precisionguided artillery, to execute vital combat tasks.’32 Their goal is to allow for
a Russian-back strongman to take control over Libya, thereby negating
the Libyan Revolution of 2011.
In the US Army, as well, the significance of hybrid forces and
threats were acknowledged a long time ago. The US Army Field Manual
100-6, Information Operations, highlighted that, ‘asymmetrical or hybrid
operations are the norm as tailored forces are assembled to meet a wide
variety of needs.’33 Similarly, in 2017, the UK Defence Ministry
emphasized hybrid threats, as it noted that potential adversaries are
demonstrating the intention and capability to ‘undermine Western
operational capability, resolve and legitimacy by blending conventional
and unconventional forms of conflict, using both attributable and nonattributable’34 forces and methods. The doctrine appears to directly target
the modern Russian way of war. It highlights that the adversary’s
methods are applied in a manner where the conflict remains below the
established thresholds and warrants a military response. The activities
under it include operations in the ‘physical and virtual domains,
31 Sergey Sukhankin, ‘Continuing War by Other Means’: The Case of Wagner, Russia’s
Premier Private Military Company in the Middle East (Washington, DC: The Jamestown
Foundation, 13 July 2018), 12.
32 Brian Katz and Joseph S. Bermudez Jr., “Moscow’s Next Front: Russia’s Expanding
Military Footprint in Libya,” CSIS, 17 June 2020, www.csis.org/analysis/moscowsnext-front-russias-expanding-military-footprint-libya, accessed on 24 June 2020.
33 FM 100-6, Information Operations (Washington, DC, Department of the Army, 1996),
6-4.
34 JPD 0-20, UK Land Power, 22.
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subversion, economic and cyber warfare, with or without employing
conventional military forces’.35 The doctrine cautions that these kinds of
hybrid threats to the international rules-based order can blur the
distinction between peace and armed conflict, and challenge the Western
interpretations of red lines.
To further add to the complexity of urban warfare, information
operations will be key. In quoting General Tod D. Wolter, NATO’s
Supreme Allied Commander Europe, Christopher Woody argues that ‘a
comprehensive defence involves air, land, sea, space, and cyberspace …
but on the fringes of those domains is hybrid activity … and part of
hybrid activity happens to be information operations ... and from a
malign influence standpoint we see that often from Russia.’36 According
to the FM 3-06, Urban Operations, forces will seek to win the information
war to create strategic effects. They will embark on programs to weaken
the legitimacy of US forces, and make their campaign appear indigestible
to the domestic and global audiences.37 The ubiquity of smart phones and
the internet provide the means to easily disseminate threat propaganda,
misinformation, and disinformation through a variety of sources. Mobile
cameras are now as important a tool to threat actors, as weapons and
ammunition. In future urban operations, attackers with an effective
psychological operation strategy will prevail.
Dissecting ‘Hybridity’ from the ‘Hybrid Threats’ in Urban Areas:
The Prism Theory
The term ‘Hybridity’ is used by authors in the social, literary
artistic, and cultural studies, to label methods in which distinct social
practices or structures combine to give birth to new structures, objects,
and practices.38 I argue that the broad term ‘hybrid threats’ can be
understood better with the analogy of a dispersive prism. I seek to explain
Ibid.
Christopher Woody, “The US And NATO Are Preparing For Russia To Go After
Troops In The Field And At Home,” Business Insider, 13 December 2019,
www.businessinsider.com/us-and-nato-training-troops-to-deal-with-russiandisinformation-2019-12?r=US&IR=T, accessed 14 December 2019.
37 FM 3-06, Urban Operations, 3-9.
38 N. García-Canclini, “Hybridity,” in Neil J. Smelser and Paul D. Bates, eds.,
International Encyclopedia of the Social & Behavioral Sciences (Amsterdam, Elsevier, 2001),
7095–7098.
35
36
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how adversary’s covert operations and grey zone activity resembles light,
which, when applied on vulnerable communities, acting as a prism,
displays various nuances of hybrid threats through the deleterious
behaviour and activity of populations, or as I describe, the dissection of
seven colours. I argue that the “hybridity” in the term “hybrid threat” is
like colours viewed through a prism, these colours are already in the
light, but to be detected, a special instrument, a prism, is necessary. In this
analogy the ‘prism’ is a certain urban community with a unique set of
attributes, which can represent a social class, a professional community,
an ethnic or religious minority, a sect, etc. The adversary’s hybrid forces
work covertly inside that urban community (prism), in sleeper cells. They
use motivational tactics to compel urban youth to join the cause. They
find recruits, informers, propagandists, fifth columnists, and
sympathizers, from within the population. The hybrid forces use the
population to manifest those threats by convincing their hearts through
the use of psychological operations that spread despair, exploit
grievances, and create an environment of fear and anxiety, coercion, and
appeasement. (See figure 1).
By manipulating information, the hybrid forces convince the
population to fight for their cause. Colour revolutions start with peaceful
protests and escalate into riots. The adversary plans terrorism,
impromptu violence, and subversion through their proxies.
Simultaneously, the government is kept under pressure with economic
and political instability. All means are used to subjugate the opposing
government forces. With the support of proxy forces and private
militaries, critical buildings are occupied to challenge the writ of the state,
and, at times, it is overtly supported by the adversary’s regular land, sea,
and air forces.
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Figure 1. The Role of Hybrid Forces in Urban Areas
In the above analogy, the prism represents a specific community
or social class. The hybrid state and non-state forces carve a bespoke plan
for different communities. Consequently, the hybridity for each
community is unique, and it is materialized in the form of a different
combination of activities, detrimental to the target state. The many prisms
in figure 2, demonstrated by a circle, represent different communities,
where each one holds different perceptions, sentiments, reservations, and
degrees of loyalty towards the state. The figure attempts to show how
much the hybridity branches out and gives birth to a host of issues such
as separatist movement, call for more autonomy, demand for regime
change or certain political reforms (dissected colours), too much for a
state to address. It also shows the importance of interpreters, who shape
opinions, narratives and policy, which in turn form perceptions. These
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are the “minds,” which interpret meaning of the external environment,
and guide political association, support or rejection of the narrative. They
include leaders, politicians, writers, commentators, analysts, TV hosts,
journalists, celebrities, etc.

Figure 2. The Hybrid Battlespace in Dense Urban Terrain
Intelligence Preparation of the Operational Environment in the
Urban Areas: the Counter Prism
Across the existing doctrine for urban operations, intelligence is
key to successful operations. According to the US Army’s Multi-Domain
doctrine, ‘dense urban terrain requires additional preparatory
intelligence activities to understand the human, social, and infrastructure
details.’39 Thus, the doctrine continues, ‘[intelligence preparation of
39

The US Army in Multi-Domain Operations 2028, 28.
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battlefield] IPB or operational preparation of the environment is best
conducted in collaboration with the host nation.’40 This is to ensure the
understanding of the flow of people, ideas, and behaviour, provides
situational awareness and supports targeting and shaping operations,
and because of the enormity of such a project, modern automated means
will be necessary.41
Nonetheless, the use of JIPOE42 and human intelligence in the
planning process, in order to achieve accurate targeting, thereby
minimizing collateral damage is required,43 while demanding that
specific rules of engagement during the conflict be established.44 In
practice, this means that if the US forces intend to understand DUT
during competition, close attention of the US Department of the State is
required for a better assessment of the cultural, social, and demographic
aspects of the urban populations.
Furthermore, according to the JP 2-01.3, Joint Intelligence
Preparation of Operational Environment, local law enforcement officials can
provide useful information about criminal gangs and activities in the
area. The publication mentions that the insurgents, terrorists, and
criminals ‘seek to blend into the local populace and may carry false
documentation’.45 It suggests that the collection of biometric information
is useful to track these individuals, their networks and past activities. The
publication also suggests mapping the sociocultural and environmental
factors using ‘biometrics-enabled intelligence, forensic-enabled
intelligence, police units, military patrols, civil affairs units, provincial
reconstruction teams,’ to produce ‘network analysis diagrams and
corresponding geospatial products.’46

Ibid., D-5; also see The Megacity: Operational Challenges for Force 2025 and Beyond (Fort
Eustis, VA: U.S. Army Capabilities Integration Center, 2014), 1.
41 The US Army in Multi-Domain Operations 2028, D-31.
42 JP 3-06, Joint Urban Operations (Washington, DC: Joint Chiefs of Staff, 2013), I-8.
43 JP 3-06, Joint Urban Operations, 2013, I-7.
44 The US Army in Multi-Domain Operations 2028, Appendix D.
45 JP 2-01.3, Joint Intelligence Preparation of Operational Environment, (Washington, DC:
Joint Chiefs of Staff, 21 May 2014), VII-9.
46 JP 2-01.3, Joint Intelligence Preparation of Operational Environment, VII-9–VII-10. Also
see: Umer Khan, “Intelligence-Based Urban Operations: Intelligence Preparation of
Battlefield Methodology in Urban Settings,” Wild Blue Yonder, 2 March, 2020,
www.airuniversity.af.edu/Wild-Blue-Yonder/Article40
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Continuing with the analogy of prism, the security, intelligence,
and law enforcement agencies act as a “counter prism,” that turns a multicoloured rainbow back to the white light (figure 3). That is, through using
IPE, the effect of hybridity is mapped and represented on geospatial
products. This modelling and mapping exercise leads to the threat
profiling of communities and areas. Based on the threat profile, friendly
forces plan and wargame their urban operations. The urban operations
by the friendly forces should also take the same form and use the same
medium as the adversary.

Figure 3. Using the Counter Prism to Hybridize a Hybrid Response

Display/Article/2094688/intelligence-based-urban-operations-intelligencepreparation-of-battlefield-met/, accessed 27 Jun 2020.
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Dominating Heart, Minds, and Alleys: Hybrid Operations in
Dense Urban Terrain
Within the US Armed Services, JP 3-06, Joint Urban Operations,
elaborates that the entire urban environment must be addressed
simultaneously and systematically. Power should be applied in a way to
disable hostile elements, while enabling elements that are essential to the
city’s functioning.47 A UK Ministry of Defence publication emphasizes
that military forces have to be highly adaptable and resilient in urban
warfare, as ‘the phenomenon of urbanization has created physically,
culturally and institutionally complex cities that are challenging for
military forces operating in them. Land forces have to be highly adaptable
and resilient to operate successfully in these different conditions’.48
Friendly forces have already proven their ability in this regard in several
cases. During the battle of Fallujah in 2004, evacuation of non-combatants
reduced the problem of identifying the enemy, and also reduced civilian
causalities, which otherwise would have alienated world opinion.49
Similarly, in Sadr City in 2009, constructing a 12-foot concrete barrier
around the city enabled the local population to feel confident that US and
Iraqi soldiers were there for their protection, and shifted the momentum
of operations in their favour.50
In urban warfare, an understanding and respect for the formal and
informal cultural, religious, and language norms of the population, are
key to win their support.51 Moreover, ineffectiveness on these issues has
been consistently identified as reasons America loses wars.52 In future
urban operations, US forces will not only be focusing on combat, but also
on state-building activities. Working to stand up local mechanisms for
economic growth, health, education, social welfare, employment of
youth, reconstruction and rehabilitation are essential to strategic victory,
and can only be done effectively if the cultural, religious, and language

JP 3-06, Joint Urban Operations, I-10.
JPD 0-20, UK Land Power, 17.
49 Gentile, et. al., Reimagining the Character of Urban Operations, xii.
50 Ibid., 50.
51 Ibid., 30.
52 Leon Hall, “Strategic Intelligence And The Decision To Go To War,” Modern War
Institute at West Point, Nov 02, 2018, https://mwi.usma.edu/strategic-intelligencedecision-go-war/ [accessed on 29 Jun 2020].
47
48
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norms of the population is understood and engaged with positively.
Urban warfare is coupled with political reforms and development, which
are key for compelling the populace not to join the violent actors.
Intelligence-based operation will be the hallmark of the future
urban battlefield. As Gentile points out, the recent trends of smart cities
offer new opportunities for intelligence collection and dissemination. By
2030, some developing countries are expected to have smart cities of
considerable advancements, such as modern high-rise buildings,
underground metros, smart highways, intelligent street lighting, CCTV
cameras, biometric and smart phone enabled services, such as rental cars,
motorbikes, houses and office spaces, just to name a few. As a result, the
US Army may find itself conducting operations within these smart
cities.53 In this backdrop, data collected by surveillance cameras,
navigational applications, and national biometric databases can be
utilized in support of friendly forces. Thus, a thorough IPB of the urban
environment can greatly reduce uncertainty and contribute to mission
success.
Following on from figure 3, the hybrid response of friendly forces
must be chalked out for all vulnerable communities in the city. Therefore,
figure 2 can be redrawn as figures 4, 5, 6 and 7 to include the hybrid
response. In figures 4, 5, 6 and 7, the counter prisms, such as the security
setups, intelligence assets and law enforcement stations, are represented
by prisms in the outer circle. They are converting back the rainbow
colours to white light, i.e., creating a hybrid response, and feeding it back
into the communities. Four options are worked out by the author, as
possible targets of friendly hybrid forces operations:

53

Ibid., 130.
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Figure 4. Option 1: Application of Force on the People to Change their
Behaviours and Activities

Figure 5. Option 2: Information Operations and Political Reforms
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Figure 6. Option 3: Influencing the Interpreters through Agencies and
Own Hybrid Forces

Figure 7. Option 4: Dominating the ‘Hearts, Minds and Alleys’ –
Combination of Option 2 and 3
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From the analysis in figures 4 through 7, in the author’s view the
worst option is 1: the application of force on people to change their
behaviour and activities. The author suggests that these methods invite
backlash and friction. Conventional operations in urban areas give birth
to violation of human rights, which in turn increase the grievances of the
population. In the author’s view, option 4 is the most useful response by
the friendly forces: dominating hearts, minds, and alleys. This option
advocates engagement of communities, influencers, and informational
domains, simultaneously. In this option, political reforms and
representation, rebuilding, reconstruction, rehabilitation, employment of
youth, education, medical services, internet access, addressing grievance,
etc., is done to win the hearts. Activities like promotion of counter
narrative, exposing misinformation, positive stories, influencing
interpreters and opinion makers, provision of security is done to capture
the minds. Intelligence Preparation, Intelligence Based Operation, Grey
zone operations are done to dominate the alleys.
It is noteworthy that, the US Army treats conventional warfare
doctrine and irregular warfare doctrine separately. The special forces
doctrine does not cover urban warfare, whereas other Army doctrines,54
just give broad guidelines of these concepts, limitations, planning, and
conducting of urban warfare. These doctrines do not address the
challenges posed by modern adversaries’ hybrid forces and threats. On
the other hand, the FM 3-05.201, Special Forces Unconventional Warfare
covers guerrilla warfare, but does not focus on the conduct of
unconventional operations in an urban environment.55 US Army MultiDomain Operations 2028 covers the five known domains and speaks about
the hybrid threats and response in DUT. Keeping in view the near-peer
threat, this paper calls for updating the US urban warfare doctrine to
include the hybrid threats, methods of threat profiling, and the hybrid
response of the friendly forces suggested in this paper.

54 FM 3-06, Urban Operations; FM 3-06.11, Combined Arms Operations in Urban Terrain;
and JP 3-06, Joint Urban Operations.
55 FM 3-05.130, Army Special Operations Forces Unconventional Warfare (Washington, DC:
Department of the Army, September 2008).
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Conclusion
Growing urbanization, increasing population density, and
immigration are making cities into invaluable hubs of economy,
knowledge, propaganda, and power. Due to their complex nature, cities
afford great advantages for adversaries who employ asymmetric
capabilities to counter US forces. This is further compounded by the
presence of multi-ethnic and class-divided communities, whose support
is one of the most decisive factors in achieving victory in urban areas.
Winning over the population is not easy, as adversaries hide among a
diverse and fractured population. Extensive intelligence analysis of
sociocultural and geospatial dynamics of different communities in urban
area is required to enable commanders to selectively apply finite
resources for the most optimum results. One way to examine the
differences among these communities is through military, cultural, and
socio-economic intelligence that US and friendly forces must possess in
order counter the adversary’s hybrid forces and threats. Such
preparations also entail the use of friendly hybrid forces, information
operations, political reforms, and grey zone operations. This author
recommends simultaneous engagement with the population, the
adversary hybrid forces, information domain, and interpreters.
Furthermore, this paper calls for the need to update the US urban warfare
doctrine to include and analyse the hybrid threats and their hybrid
response as suggested in this paper.
Furthermore, this author suggests that a series of other steps are
necessary to win the hearts and minds of divided communities. In the
future, US Forces will need to focus on effective local governance,
uplifting of youth, and economic growth to win local support, while
ensuring political representation, reconstruction, rehabilitation, creation
of employment for youth, access to basic facilities, and addressing the
political grievances of communities.
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